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Policy Enforcement

Control & Monitor Usage with MessageGate® Policy Enforcement

MessageGate® Policy Enforcement enforces corporate email polices, prevents
intentional or inadvertent breaches, and mitigates insider threats. By delivering
a flexible policy engine, numerous message dispositions, and policy-specific V‘ .
content, MessageGate Policy Enforcement enables companies to proactively
manage their information flow to protect corporate secrets, prevent

inappropriate behavior, and ensure that sensitive information is not released. -9

Policy Enforcement Capabilities
Since the greatest danger often comes from within, MessageGate offers a flexible policy
management solution that can enforce corporate polices for your enterprise.

Pre-Send Interception of Non-compliant Inbound & Outbound Review of All Emails
Messages ® Every e-mail is analyzed and evaluated for
e Stop non-compliant emails before they are sent compliance.

reducing risk and limiting liability from

unauthorized activities. ® Block e-mails where necessary and review suspect

e-mails where appropriate.
® Intercept messages breaching corporate policies
including control of confidential information or Flexible Policy Creation & Enforcement
acceptable use.
e Polices are configurable to address organization

® Active Intervention holds the message prior to specific needs and exposures.

send for user confirmation
® Context Control evaluates senders/recipients,

attachment characteristics, and other message
Monitoring & Review attributes for inclusion in policy logic.

® Analyze activity and understand types and

. . e Content Analysis reviews words, phrases,
degrees of non-compliant behavior. Y P

numbers, etc. and can take actions based on the

. . results of the analysis.
® Review suspect e-mails and approve for release to

be sent as intended. ) o _
Pre-configured corporate policies designed to get

you up and running quickly

Attachment Analysis ® Intellectual Property

® Apply policies to the content and characteristics of ® Proprietary Information/Trade Secrets
attachments in addition to the body text of an
e-mail. ® Non-Public Personal Information

® |dentify and analyze over 295 different file types ® Acceptable Use
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Examples of Policy Enforcement In Use

Acceptable Use — policies related to what information can be shared with whom including
prohibition of inappropriate and/or offensive content, restrictions on file size, and controls on
recipients.

Proprietary Information — policies that control the inadvertent or intentional release of
sensitive or confidential documents and correspondence ensuring proper Information Leakage
Prevention (ILP).

Trade Secrets — policies that protect trade secrets and other forms of intellectual property from
being inadvertently or intentionally sent outside the company via the corporate email system.

Identity Theft — policies designed to detect suspicious behaviors related to personal financial
information and other forms of account and personal identifiers.
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About MessageGate

MessageGate provides enterprise-class email governance solutions to leading companies
world-wide. MessageGate’s technology empowers companies to cope with threats, improve
archival and retrieval activities, and ensure proper usage across a variety of industries.
MessageGate’s offerings include: MessageGate® Activity Profile (MAP), MessageGate® Policy
Enforcement, MessageGate® Archive Categorization, and MessageGate® Email Filtering.

For more information on how you can leverage MessageGate’s Email Governance Solutions,
please contact MessageGate sales at 1-877-544-8500 or visit www.messagegate.com.
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